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1	Decision/action requested
It is requested to endorse the proposals in this document.
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3	Rationale
In SA3#112 Meeting, we made a good progress on defining the security procedures for selective SCG (Secondary Cell Group) activation based on the following agreed principle in the reply LS [1]:

1. The MN provides to the UE the SN Counter values for each SN for selective SCG activation, and the UE stores these values along with the CPC.
2. The UE derives the KSN using the KgNB together with an unused SN Counter value pre-provisioned by the MN. 
3. The UE changes the SN Counter upon every SN change.

The security procedure based on aforementioned principle is captured in the draftCR [2]. However, the draftCR includes various options based on the discussed solutions. This discussion paper aims to narrow down the proposed options to one feasible option with least impact and no security gap, based on the following agreement in RAN2#123-bis [3];

UE include the selected SK-counter value in the MN RRC Reconfiguration Complete message when UE selects new SK-counter value as part of S-CPAC execution.

In addition, the call flow for selective SCG activation is captured in the running CR [4].

3.1 Security context initialisation for selective SCG activation
Option 1: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counter values. The KSN keys and the corresponding SN Counter values are sent to the SN from the MN. The SN shall store the KSN keys and the corresponding SN Counter values in its security context.
Option 2: After the derivation of sequence of multiple distinct SN Counter values for each candidate SN, the SN Counter values are sent to the UE from the MN. The MN does not need to store the SN Counter values for each SNs after sending them.
Option 3: The MN derives the corresponding KSN as described in Annex A.16 based on the corresponding SN Counters values. The KSN keys are sent to the SN from the MN. The SN shall store the KSN keys in its security context. 


Analysis of Option 1:

In this option the MN derives more than one KSN based on the SN counters and provides both keys and associated SN Counters to the SN. The SN needs to store the KSN keys and the corresponding SN Counter values in UE security context.
When the MN decides to configure CPA or CPC, if there are more than one candidate SN, for each SN, the MN shall derive multiple KSN keys and deliver the derived KSN keys to each SN separately. This option requires the SN to store more than one key in the security context unnecessarily, which is not a good security practice to distribute the keys to multiple entities in advance. In addition, some of the keys may not be used at all. It is the waste of the resources to derive some KSNs which will not be used at all and store the keys at some SNs. Further, if there is a change in KgNB, then all distributed keys become void and new set of keys needs to be derived and distributed.

Observation 1: Option 1 is ineffective and inefficient by deriving, distributing and storing multiple KSN keys for multiple SNs proactively during initial SCG configuration and for every key refresh or key re-keying of KgNB. 
Analysis of Option 2:

After the derivation of the multiple distinct SN Counter values for each candidate SN, the SN Counter values are sent to the UE from the MN. The MN does not need to store the SN Counter values for each SN after sending them. The MN is not required to derive more than one KSN and send them to the SN. The SN is not required to store all the KSN(s) in the UE’s security context.

There is no impact on MN to derive more than one key utilizing its resource and SN to store more than one key. Hence, there is no need to distribute the security keys in the RAN proactively and it can save the resources of the network.

Further, the MN derives and distributes the Key KSN to the SN, only when the UE initiates selective SCG activation procedure. 

Observation 2: Option 2 is effective and efficient by deriving and distributing the KSN key only when selective SCG activation procedure is initiated by the UE. 
Analysis of Option 3:

In this option the MN derives more than one KSN based on the SN counters and provides them to the SN. The SN needs to store the KSN keys in its security context. Compared to option 1 SN counters are not sent from UE to the MN, which is not aligned with RAN2's agreement [3].

Analysis detailed for Option 1, is applicable to option 3 also.

Observation 3: Option 3 is ineffective and inefficient by deriving, distributing and storing multiple KSN keys for multiple SNs proactively during initial SCG configuration and for every key refresh or key re-keying of KgNB. In addition, Option 3 is not aligned with RAN2's agreement.

Proposal 1: In terms of less impact, security practice, and avoiding the scenario of key misalignment, it is suggested to opt for Option 2.

3.2  Security mechanism for UE to access to target SN
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 1]: When the UE accesses an SCG of a target SN, the MN receives the SN Counter value from the UE. The MN derives KSN using the received SN Counter value. The KSN is sent to the target SN from the MN.
Corresponding to the Option 2 in 6.10.2.X.1 [Alt 2]: When the UE accesses an SCG of a target SN, the target SN receives the SN Counter value from the UE. The target SN uses the SN Counter value to request the Ksn derivation from MN.


In the aforementioned alternatives for option 2, specifically alternative 2 assumes that there is no communication between UE and the MN. But as per the running CR [4], UE sends RRC reconfiguration complete message to the MN after each successful CPAC evaluation, and the MN sends SN Reconfiguration Complete to the SN. Therefore, alternative 1 of Option 2 is preferred to have less impact because it does not require a new procedure for the target SN to request KSN derivation to the MN.

Observation 4: According to the running CR [4], after CPAC evaluation there is a communication from the UE to the MN, and from the MN to the SN. Alternative 2 of Option 2 requires a new procedure for the target SN to request KSN derivation to the MN. On the other hand, alternative 1 of Option 2 can utilize RAN2's agreed procedure without any addition/modification.

Proposal 2: Based on Observation 4, alternative 1 of Option 2 seems to be a feasible way to avoid misalignment for the UE to access to the target SN and to be aligned with RAN2's progress. 

3.3  SN Counter maintenance for SCG

In the scenario where SN or MN may request secondary node key update as specified in clause 6.10.2.2 in TS 33.501 [5], the MN shall be able to provide a fresh SN Counter value to UE for the secondary node key update. Therefore, if MN sends multiple SN Counter values to the UE for selective SCG activation, the MN needs to maintain the largest unassigned SN Counter value in the sequence for KSN calculation for DC or for further assignment for selective SCG activation. When a new AS root key, KNG-RAN, in the associated 5G AS security context is established and the SN Counter is set to ‘0’, the MN assigns new sequence of multiple distinct SN Counter values per candidate SN to the UE. The UE deletes the stored SN Counter values and store the received new SN Counter values.
Observation 5: In the selective SCG activation, there is a case where a secondary node key update is needed as specified in clause 6.10.2.2 in TS 33.501 [5].
Proposal 3: If MN sends the multiple SN Counter values to the UE, the MN needs to maintain the largest unassigned SN Counter value among them for secondary node key update. When a new AS root key is established, the SN Counter is set to ‘0’, the MN assigns new sequence of multiple distinct SN Counter values per candidate SN to the UE. The UE deletes the stored SN Counter values and store the received new SN Counter values.

3.4  FC value in Annex A.16

The below editor’s note is captured in clause A.16 in draftCR [2].
Editor’s note: This Annex A.16 is for Derivation of Ksn for DC, SA3 to analyse and decide whether a new dedicated FC value to be defined for selective SCG.
Observation 6: The key derivation in Annex A.16 can be generalized without differentiating the FC value for dual connectivity and selective SCG activation.
Proposal 4: For the key derivation in selective SCG activation, it is suggested to use Annex A.16 as it is.

4	Detailed proposal
Following is the summary of observation and proposals:
Observation 1: Option 1 is ineffective and inefficient by deriving, distributing and storing multiple KSN keys for multiple SNs proactively during initial SCG configuration and for every key refresh or key re-keying of KgNB. 
Observation 2: Option 2 is effective and efficient by deriving and distributing the KSN key only when selective SCG activation procedure is initiated by the UE. 
Observation 3: Option 3 is ineffective and inefficient by deriving, distributing and storing multiple KSN keys for multiple SNs proactively during initial SCG configuration and for every key refresh or key re-keying of KgNB. In addition, Option 3 is not aligned with RAN2's agreement.
Observation 4: According to the running CR [4], after CPAC evaluation there is a communication from the UE to the MN, and from the MN to the SN. Alternative 2 of Option 2 requires a new procedure for the target SN to request KSN derivation to the MN. On the other hand, alternative 1 of Option 2 can utilize RAN2's agreed procedure without any addition/modification. 
Observation 5: In the selective SCG activation, there is a case where a secondary node key update is needed as specified in clause 6.10.2.2 in TS 33.501 [5].
Observation 6: The key derivation in Annex A.16 can be generalized without differentiating the FC value for dual connectivity and selective SCG activation.

Proposal 1: In terms of less impact, security practice, and avoiding the scenario of key misalignment, it is suggested to opt for Option 2.
Proposal 2: Based on Observation 4, alternative 1 of Option 2 seems to be a feasible way to avoid misalignment for the UE to access to the target SN and to be aligned with RAN2's progress with less impact.
Proposal 3: If MN sends the multiple SN Counter values to the UE, the MN needs to maintain the largest unassigned SN Counter value among them for secondary node key update. When a new AS root key is established, the SN Counter is set to ‘0’, the MN assigns new sequence of multiple distinct SN Counter values per candidate SN to the UE. The UE deletes the stored SN Counter values and store the received new SN Counter values.
Proposal 4: For the key derivation in selective SCG activation, it is suggested to use Annex A.16 as it is.


